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for Talson Solutions, LLC 

He is a Certified Construction Auditor (CCA) and Construction Control Professional (CCP) with 32 
years of experience in design, construction and quality auditing, contract compliance reviews, 
project risk analysis, construction management, and real estate acquisition, feasibility analysis, and 
site development. Mr. Brzozowski has managed domestic and international construction audits, 
risk assessments, procedure reviews, and readiness reviews for projects in education, healthcare, 
transportation, highway infrastructure, and commercial development industries that have resulted 
in process improvements, mitigated project risks, and realistic cost recovery opportunities. He is a 
member of the Institute of Internal Auditors (IIA) and the sits on the advisory board of the 
National Association of Construction Auditors (NACA). 

Meet the Presenters

Mike Levy, CIA, CRMA, CISA, CISSP, CDPSE, MBA, CEO & Managing Principal                                 
for Cherry Hill Advisory  

He is a Certified Internal Auditor (CIA) with over 20 years of experience in internal audit, risk 
management, and cybersecurity. He has served as a Chief Audit Executive and former Deloitte 
cybersecurity consultant. Currently serving as a member of the IIA's International Standards 
Board, contributing to the development of the Global Internal Audit Standards (GIAS). He 
previously served as Chairman (2023–2024) of the IIA's North American Board and as a Global 
Board Director. He is actively involved in shaping the IIA's Cybersecurity Topical Requirement 
and is an expert in aligning audit functions with evolving risk landscapes.
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Agenda

1 Standards Evolution Overview

Learning Objectives

 How to better serve clients byi  
iunderstanding both frameworksi

 When to recommend Red Book vs Yellowi 
iBook vs Orange Book approachi

 How to communicate with auditi 
icommittees about these standardsi

 What collaboration and governancei 
istructure clients needi

2 Red Book vs Yellow Book Analysis

4

3 Orange Book Convergence

4 What Makes the New Red 
Book Different

5 Decision Framework for Clients

6 Implementation Pathway
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The Standards Landscape:
Where We Were vs Where We Are
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The Evolution of 
Audit Standards

What's Changed:

● Red Book: IIA's Global Internal Audit Standards - 
focuses on running an effective audit function

● Yellow Book: GAO's Government Auditing Standards 
- focuses on conducting individual audits with 
government accountability

● 2024 Updates: Both received major revisions, 
creating new questions about which to choose

Why You're Hearing This Question More: 

Public agencies are receiving peer review recommendations 
to consider switching standards, creating demand for 
guidance on which framework best serves their needs.
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The Three Lines of Defense Model
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Three Lines Model



Red Book vs Yellow Book 
Key Differences and Similarities
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Global Internal Audit Standards                      
(Red Book)

Government Auditing Standards             
(Yellow Book)

Developed by
Members of The Institute of Internal Auditors (IIA) 
across the globe

The United States Government Accountability 
Office (GAO)

Guidance 
Perspective

Various countries collectively agree on best practices 
that can be applied for multiple industry projects

Independent legislative government with a focus 
on federally funded programs

Designed for
Internal audits with a focus on responsibilities, 
processes, and controls within a private, public, and/or 
non-profit organization

Public sector audits with a focus on 
transparency of responsibilities and 
accountability of government entities and 
programs

Peer Review Every five years Every three years

Recognized 
Services 

Assurance services , consulting services, financial 
services, risk management evaluations, control 
assessments, governance reviews

Financial audits, attestation audits, performance 
audits

Consulting 
Services

Encourages  flexible consulting services  allowing 
collaboration with the organization’s management 
with an independent approach

Solely recognizes GAO’s routinely advising 
services and do not typically result in a formal 
work product

Prior Audit 
Reports 
Recognition 

Requires auditors to follow-up on prior audit reports 
and discover  the disposition of implementation of 
observations/findings

Asks auditors to consider  following-up with prior 
observations, but it is not mandatory 

Primary 
Objective

Adding  value and  enhancing processes to meet the 
organization's objectives

Accountability and transparency in Quality 
Management

Red Book vs. Yellow Book
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Understanding Both Frameworks
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Where They Converge

Common Foundation:

● Ethics and independence 
requirements

● Risk-based planning approaches

● Quality management principles

● Continuous improvement focus

● Professional competency standards

Where They Diverge

Critical Differences for Client Advisory:

 Advisory Services Treatment:i

● IIA Approach: Encourages flexible consulting services with 
independence safeguards

● GAO Approach: Restricts non-audit services to avoid auditing 
own work

 Documentation Requirements:i

● IIA Approach: Strategic guidance and professional judgment

● GAO Approach: More prescriptive documentation standards

 External Review Cycles:i

● IIA: External Quality Assessments every 5 years

● GAO: Peer reviews every 3 years

 Primary Focus:i

● IIA: Adding value and enhancing organizational processes

● GAO: Government accountability and transparency



Enter the Orange Book
The Best of Both Worlds
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What is the Orange Book?

  IIA's Convergence Solution:

● Alignment tool merging Red and Yellow 
Book guidance

● Not a new standard - practical approach 
to dual compliance

● Framework for organizations facing dual 
requirements

● Strategic response to evolving public 
sector needs

Why the Orange Book Matters for 
Consultants

Emerging Market Trend: 

Public agencies following GAGAS are 
increasingly receiving peer review 
recommendations to consider Red Book 
standards.

What We're Hearing from Clients:

● "Tell us the difference between Red 
Book and Yellow Book"

● "Should we make the transition?"

● "How do we maintain compliance 
during the change?"

Real Results

Governmental agencies are shifting to Red 
Book following peer review recommendations.

Consulting Opportunity

Position yourself as the expert who can guide 
clients through standards selection and 
transition planning.



Topical Requirements
What Makes the New Red Book Different
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Key Topical Requirements Overview

 Modern Risk Landscape 
Coverage::

Navigating the New Audit Standards Landscape

● Data governance and analytics  
Supporting data-driven audit 
approaches

● Environmental, social, and 
governance (ESG) 
Sustainability and stakeholder 
considerations

● Cybersecurity and IT risk  
Mandatory cyber risk evaluation 
capabilities

● Third-party risk management  
Vendor and supply chain assurance

● Crisis management and business 
continuity 
Operational resilience planning

 Strategic Implications for Clients::

Why This Matters:

● Reflects evolving business risk environment

● Positions internal audit as strategic business partner

● Creates opportunities for specialized consulting services

● Demonstrates audit function relevance to modern 
organizational challenges

Consulting Value Proposition:

● Advisory services for building topical expertise

● Gap assessments against new requirements

● Implementation planning for capability development

● Training and competency building programs



Making the Choice 
Decision Framework for Clients



When to Recommend Red Book

Optimal Scenarios

● Organizations seeking strategic, 
function-wide improvement

● Clients wanting to elevate internal audit's 
organizational role

● Entities with complex, evolving risk 
environments

● Focus on adding value beyond basic 
compliance

● Private sector or hybrid organizations

When to Recommend Yellow Book

Best Fit Applications

● Government entities with GAGAS 
compliance requirements

● Federal funding mandates and oversight

● Organizations prioritizing audit 
engagement quality

● External oversight demanding GAO 
compliance

● Traditional government accountability 
focus
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When to Recommend Orange 
Book Approach

Strategic Sweet Spot

● Public sector entities wanting best 
practices from both frameworks

● Organizations responding to peer review 
recommendations

● Clients seeking to future-proof their audit 
function

● Transition planning between standards

● Complex regulatory environments 
requiring dual compliance

Decision Support Framework

Key Evaluation Criteria

● Regulatory environment and compliance 
requirements

● Organizational risk complexity and 
maturity

● Stakeholder expectations and oversight 
demands

● Resource availability and capability gaps

● Strategic objectives for internal audit 
function
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Implementation Pathway
How Do You Get There?



Phase 1: Gap 
Assessment

Comprehensive 
evaluation against 
target standards

Use Orange Book as 
implementation 
roadmap

Document variances 
and prioritize by 
organizational risk

Assess resource and 
capability 
requirements

The Conformance Journey

Phase 2: Readiness 
Planning

Phase 3: 
Implementation

Phase 4: 
Conformance 
Validation

Prioritize gaps based 
on organizational 
impact and feasibility

Develop phased 
implementation 
roadmap with clear 
milestones

Secure executive 
sponsorship and 
resource allocation

Plan to meet stricter 
requirements for dual 
compliance scenarios

Execute changes with 
structured change 
management 
approach

Provide targeted 
training and capability 
development

Monitor progress 
against established 
milestones

Address process and 
technology gaps 
systematically

Prepare for external 
assessment or peer 
review

Implement 
continuous 
improvement 
processes

Track action plan 
progress and 
sustainability

Establish ongoing 
compliance 
monitoring
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Common Implementation Challenges

● Limited budgets for 
comprehensive 
transition programs

● Competing 
organizational priorities 
and attention

● Staff comfort with 
existing processes and 
resistance to change

● Balancing operational 
continuity with 
improvement initiatives

Success Factors

Resource                  
and Change 
Management

● Understanding nuanced 
differences between 
frameworks

● Documentation detail 
variations between IIA 
and GAO expectations

● Capability gaps in 
specialized risk areas

● Integration with existing 
quality management 
systems

Technical 
Compliance 
Issues

● Executive and board 
sponsorship Clear commitment 
from organizational leadership

● Phased implementation 
approach Manageable change 
with demonstrable progress

● Comprehensive training 
programs Staff development for 
sustained capability

● Regular progress monitoring  
Continuous assessment and 
course correction

● Stakeholder engagement 
Communication and buy-in 
throughout transition

Critical 
Implementation 
Elements
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Key Takeaways

 Standards convergence creates opportunitiesi 

Both for better audit practices and expanded 
consulting services

 Client-focused decision makingi 

Choose standards based on organizational needs   and 
regulatory environment

 Orange Book provides practical implementation pathi

 Effective approach for dual compliance and 
transitions

 Structured implementation approachi

Success requires specialized expertise and systematic 
methodology

Practical Applications          
for Client Service

Enhanced Service Delivery:

● Improved audit committee 
communications and 
governance advisory

● Strategic positioning within 
collaborative frameworks

● Informed guidance on 
standards selection and 
transition planning

● Value-added services in 
emerging risk areas and 
compliance requirements
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Questions & Discussions
  Discussion Areas:i

● Specific client scenarios and 
recommendation approaches

● Implementation challenges and 
proven solutions

● Audit committee communication 
strategies

● Market trends in standards 
adoption and client demands



Thank you

Continue the Conversation

Cherry Hill Advisory

mike@cherryhilladvisory.com
+1-856-388-2145

Company 

Mike Levy
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Ken 
Brzozowski

Reach us here

Talson Solutions LLC

kbrzozowski@talsonsolutions.com
+1-215-592-9634 Ext. 103


