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SCOPE

• Exploiting The Internet

• Effective Internet Searching

• Email Alerts

• Social Media

• Useful Internet Tools

• Resources
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WHAT ARE THE CHANCES?

In 2016:

• 47% of the World’s Population 
use The Internet.  

• In the “Developed World, it’s 
81%.

[International Telecommunications 
Union]

9/17/18(C) AUSPICIUM 2018 2

https://en.wikipedia.org/wiki/International_Telecommunications_Union
https://en.wikipedia.org/wiki/International_Telecommunications_Union
https://en.wikipedia.org/wiki/International_Telecommunications_Union
https://en.wikipedia.org/wiki/International_Telecommunications_Union


9/17/18(C) AUSPICIUM 2018 3



WHILE ONLINE

• Activities
• Browsing / “Research” (Porn, News, Sports Results….)

• Email

• Messaging

• Creating content (Blog, Photos)

• ALL OF THE ABOVE at once, on SOCIAL MEDIA

• Social Media accounts by number:
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WHAT THE INTERNET GIVES US

• Information
• Companies

• Individuals

• Patterns

• Connections

• Modus Operandi

• …..possibly even confessions
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EXAMPLES

• Find missing persons

• Deep background (maybe more than we want to know….)

• Lifestyle

• Actual acts

• Likes, hobbies and interests

• Political preferences
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ACTUAL ACTS

• Subject……..
• Cheated on taxes (and numerous other illegal acts)

• Took time off work (to watch a ballgame, mental health day)

• Became best friends with my vendor

• Leaked information / corporate secrets (Ihatemyjob.com)

• Got a new job but haven’t told work yet

• Stole company mascot material (and sold it on e-bay)
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LOL, THE BOSS THINKS I AM SICK…
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EXTRA, EXTRA

• Your contractor…..
• is not paying subs

• is working with your competiton

• Is having legal / regulatory issues

• has screwed up another project

• has a pattern of fraud

• If the vendor is doing this – what are they doing to you

• First indication of financial problems often comes from press before reports
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WHERE TO FIND THIS

• Yelp

• ENR

• Google Alerts

• Google search

• Open Source Intelligence
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RELATIONSHIPS

• Conflict of interest with 
• Suppliers

• Christening News!

• How long have they been connected on Social Media

• Relatives

• Friends

• Previous employers

• Other job
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HISTORY

• Due diligence or background for investigation
• Previous acts

• Past performance

• Problems

• Individual or company
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LEAKED INFORMATION

• Company secrets

• Identifying leaked information
• Source

• Remove (damage limitations)

• Nothing is ever truly deletd on line

• Assessment of impact
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ONLINE SERVICES

• Free and Paid

• Background Information (Beenverified.com)

• Forensic Software

• Investigation resources

• Techniques

• Tools
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OPEN SOURCE INTELLIGENCE

• Open Source Intelligence (OSINT) is the collection and analysis of information 
that is gathered from public, or open, sources.

• OSINT is primarily used in national security, law enforcement, and business 
intelligence

• Use of readily available information to meet information requirements.
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OUR USE
• Due diligence

• Vetting  new employees

• Vetting new vendors

• Verify information (weather, conditions, employees)

• Investigations

• Research for business decisions / Market Research

• Monitor activities
• Site

• Workers
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SOURCES

• Print or on-line

• Media (print, radio, tv, etc.)

• User Created Content (blogs, FB, discussion groups, chat, twitter)

• Government Data (Public Access)

• Professional and Academic Publications (journals, conferences, symposia, dissertations, etc.)

• Commercial Data, imagery,  financial and industrial assessments, and databases.

• Not for profit (e.g. charities, think tanks)

• Technical reports, patents, working papers, business documents, unpublished works, and newsletters
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MINIMIZING YOUR FOOTPRINT

[and being aware steps subject may take to hide theirs]

• Anonymous browsing
• TOR / The onion browser

• Anonymous searching
• Duckduckgo

• Use someone else’s pc/ID

• Creation of fake account
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INTERNET AS A SOURCE OF CRIME
• Identity theft 

• Hacking

• Selling stolen property (real or IP)

• Financial Crimes

• Child Pornography

• Facilitating kidnapping / abduction

• Facilitating any act or crime (cuts both ways: may make it easier but provides 
new evidential trail)
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WHILE THE INTERNET MAY HELP FACILITATE FRAUD, 
IT ALSO FACILTATES INVESTIGATION WORK….
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TO CONSIDER

• Understand where information is found
• Servers

• Blackberries

• Laptops

• Clouds

• Information here today may be gone tomorrow
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THE INTERNET IS NO LONGER THE INFORMATION 
SUPERHIGHWAY. IT IS THE DEEP DARK LABYRITH 
OF DATA.  ALL YOU NEED ARE MAPS/GUIDES.  BUT 
IT CHANGES EVERY SECOND.
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ELECTRONIC EVIDENCE

• Evidence can be changed or altered

• Find it fast and anonymously

• Preserve it

• Capture it
• Time
• Date 
• Time zone

• Protect and Authenticate
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WAY BACK ENGINE

• If pages are deleted it may still be there

• You can see reiterations over time

• https://web.archive.org/web/20170101000000*/http://thenaca.org
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MISSING DATA

• Exercise professional skepticism

• Missing data may be due to:
• Typos

• Jurisdictional boundaries

• Retention rules

• Before you search make sure site does not notify you of searches made
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WHY USE SOCIAL MEDIA TO INVESTIGATE FRAUD?

• That’s where the people are!
• That’s also where the people’s peoples are.  

• Spouse

• Child

• friends

• People spend vast amounts of time on social media.

• People have loose lips on social media.

• It is one of the fastest word of mouth communications available.
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WILL THERE BE A PROFILE

• Your subject
• Old “dinosaur” who does not use social media.  But, their spouse or kids may…..

• Use limited 

• Media savvy individual (or thinks so)

• Can be valuable

• Can think he erased footprints

• May be age group dependent 

• Social media by app
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TARGET DOES NOT HAVE TO BE ACTIVE TO FIND 
OUT A LOT ABOUT THEM

All you need is their profile number.

Bring up their account on line

In the Address line highlight it and you will see the profile number.
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WITH THAT NUMBER

• You can search:
• Their friends

• Favorite hangouts

• Places and pages liked

• Check ins

• Photos

• Videos

• Stories

• Groups 
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NOTHING PERTAINING TO THE ALLEGATION?

• You gain something better ……

PSYCHOLOGICAL ADVANTAGE

You are in their head and you may not have even met yet.

Use this info as an icebreaker and a relaxer.
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OTHER ADVANTAGES

• Can help you find others to talk to

• Can help you order your investigation better
• Order of investigation:

• The further they are from culpability the sooner they should be talked to.

• Why

• Gain information!!!
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FIND PROFILES FOR COMMON NAMES

• https://www.fb.com/search/people?q=emailadress
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CASE STUDY

• People are working on a classified project called Little Gyrn.

• You receive a tip that information on Little Gyrn has been leaked.

• http://www.facebook.com/search/str/little gyrn/stories-keyword
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PRACTICALLY 

• Identify
• Relationships

• Interests

• Actions

• Motives

• Opportunity {or Alibi}
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SOCIAL MEDIA’S TRAP DOOR

You can help your investigation by:

• Confirming existing lines of inquiry

• Providing new lines of inquiry

• Confirm or refute alibi(s) 

• Establish timelines

• “silent omnipresent witness”
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THE BEAUTY OF SOCIAL MEDIA –

• It is very easy to get personal information from people on social media
• Location

• Birth Date

• Elf name

• Pictures

• “Let’s learn about each other….”

• People are very reluctant to share personal data to your face but they will do 
it online!
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TWITTER

• Search by location
• From any twitter page

• Geocode(GPS coordinates), RADIUS

• 1 km or 1mi

• 5, 10, 25

• https://twitter.com/search?q=geocode%3A43.430242%2C-89.736459%2C5km&src=typd

• Search by Topic
• Enter name of secret project or other parts of allegation
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MAPS AND SATELLITE IMAGES

• Can be useful for some work
• Incident Reporting

• Due diligence (e.g. identifying environmental risks to a site)

• Demographics (site selection – crime stats, workforce data, neighboring businesses)

• Can be useful in evaluating business case assumptions

• Subject life style (e.g. approximate value of home / second home)

• Inside photos

• Is your vendor fictitious, check them out on Google Maps
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PROPERTY INFORMATION AND MAPS

Useful Sites

• Zillow

• Realtor.com

• Maps.google.com

• Bing Maps (Bing.com/maps)

• Zoomearth.com
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CASE STUDIES
In the ”good old days” you used to have to visit a site to identify potential 
problems.  You still do if there is a nice restaurant around the corner.  If not…..

• Identify site risks for document storage solutions

• Prospect acquisition due diligence
• Potential issues (data center next to filling station)

• Acquisition of office building (inadequate infrastructure, high crime area)
• Social Media would have helped us but also killed us.
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FACEBOOK AS A SOURCE OF INFORMATION
• Messages are never deleted, including chat, pokes and emails.

• (Deleting is only a way to make it invisible to the user.)

• Check-ins are never deleted. 

• Stores every Friend request, even those you rejected

• Unfriends either way are always in the database

• The IP address used each and every time you’ve logged in

• Camera metadata including time stamps and latitude/longitude of picture location

• Only credit card and passwords are encrypted.
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SECURING YOUR FACEBOOK ACCOUNTS

• Log out if you are using a shared computer

• Delete your account

• Do not use your password for other social media account

• Do not use Remember Me

• Run Anti-software often

• Think before you click or download
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PRETEXTING

• Questions to a subject, based on a pretext and contrived to get information

• Present yourself as someone else 

• Invented Scenario

• Need to establish trust with the person
• Example:  Red Dragon – Hannibal Lecter gets Will’s address by posing as a publisher.
• Hannibal Calls

• May be illegal in some circumstances (e.g. impersonating a police officer or 
government official, and to obtain financial information)
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READY, AIM, WAIT!

• Before you start:

• Check the Internet line that comes into the building. Is it a “masked” or anonymous 
line? It is not difficult to identify the Internet Protocol (IP) address accessing your 
social media page. 

• At the very least, you could blow the investigation when the suspect sees you, or your 
company accessing his or her page. 

• Never access these pages from your private home computer either. 

• Know your IT Policy
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PIPL.COM

• Search to find all social media accounts that a person has:

• First Name

• Last Name

• Email

• Phone Number

• Known user name
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LINKED IN CASE STUDY

• Architect was looking for a new job

• Posted on linked in that he was looking

• Attached sample drawing he has done

• Revealed drawings for the CEO’s safe room
• Found by the CEO!
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FREEWARE CASE STUDY

• OCR.COM

• Architect asked to submit time sheets for project

• Agreed to provide them so he can get unpaid invoices settled

• Submitted all time sheets as a pdf

• We were able to run them through OCR and convert it to machine readable 
data.

• Reluctance was due to the fact that he billed over 24 hours a day!
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THE INTERNET
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Proverbial Needle in a 
haystack…………



SMART SURFING
HOW TO USE GOOGLE
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“ “

• Denise Cicchella 38.600

• “Denise Cicchella” 7,430

• Denise Gardner 13,200,000

• “Denise Gardner” 59,100
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OPERATORS

• AND

• OR

• NOT
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BEING MORE SPECIFIC STILL

• FILETYPE:XXX “xxx”
• Filetype:ppt “Open Source Intelligence”

• Filetype:pptx “Open Source Intelligence”

• Filetype:pdf “Open Source Intelligence”

• INSITE:XXX
• Insite:www.thenaca.org “Larry Baker”
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FILETYPE {CHEAT SHEET}

• DOC: and DOCX: (MS Word)

• PPT: and PPTX: (Powerpoint)

• XLS: and XLSX: (Excel)

• PDF: (Acrobat)

• ZIP: (compressed)

• 7Z: (compressed)

• JPG: and JPEG: (images)

• PNG: (image)

• GIF: (graphic)

• TXT: (text)

• CSV: (table data)
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OTHER USEFUL TRICKS

• Range Operator

• “Densie Cicchella”  “1..99 record”

• IF FRUSTRATION KICKS IN =>

If you can’t remember all the 
operators:

https://www.google.com/advanced_s
earch

9/17/18(C) AUSPICIUM 2018 66

https://www.google.com/advanced_search


9/17/18(C) AUSPICIUM 2018 67



SPEEDING THROUGH GOOGLE
• Exclude words in your search by using a “-”or not.

• allintext: fraud construction California finds all articles that share these 3 
words.

• Denise Cicchella intext: presenter

• allintitle: (terms in title)

• allinurl (terms in url)

• Search within a webiste
• Site:somesite.com site:www.thenaca.org “Larry Baker”
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SPEEDIER STILL

• Related.somesite.com shows sites with similar content.

• Pages that links to another page  link:thenaca.org

• Similar words/synonyms use a ~ in the search.  “fraud” ~scam

• Define:

• **** can be used as wildcards just like in a file search

• News for a specific location NACA conference:California
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ROCKET FAST

• Filetype searches “construction fraud’filetype:ppt

• phonebook:617-555-1212

• tip calculator

• weather (holds statistical data for an area) weather Lake Tahoe, CA

• sunrise Lake Tahoe, CA or sunset Lake Tahoe, CA

• Sports New York Giants
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WORKING WITH PHOTOS

• Getting Metadata
• Time taken

• Camera/Lens used

• Camera Settings

• METAPICZ.COM – drag or copy url

• Has the picture been manipulated
• Check out:  fotoforensics.com
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GOOGLE IMAGES.COM
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WHEN CAN PHOTO IMAGE HELP

• Credential checks

• Site photos

• Incidences

• Identify equipment

• Site Photos 
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FEEL FREE TO CONTACT US:

DENISE.CICCHELLA@AUSPICIUMCO.COM
STUART.GARDNER@AUSPICIUMCO.COM
1-877-550-6802
+011 44 07476660640

www.auspicium.com
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