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In 2016:

® 47% of the World’s Population
use The Internet.

B he “Developed World, it's
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® Political preferences PR —
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® First indication of flncncml problems of’ren comes from press before reports
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()@ @ Geween O | @EE)

Scraping Software Scalable Web Ser... www.securityunio... Image Resuit for... Welcome to the R... Facebook Motifications Facebook Phatography Cap... Alerts - Monitor t... -+

Google

Alerts

Monitor the web for interesting new content

My alerts (10)

Apple iPhone

construction audit

federally banned contractors

Holt Construction

Loyola University

(C) AUSPICIUM 2018 9/17/18




[ uspicium

_ . --"_. B~

® Other iob”-

O
(C) AUSPICIUM 2018 9/17/18



[ uspicium

i

O
(C) AUSPICIUM 2018 9/17/18



[ uspicium

® Asses

( (C) AUSPICIUM 2018 9/17/18



[ uspicium

. Technlqu -

® Tools IET——
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* Monitor acivi

® Site

® Workers
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® Not . t (e.c

* Technical reports, patents, working papers ss documents, unpublished works, and newsletters
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(f ® Creation of fake accourTIT—



- & Duck Duck Go, Inc. < l

Scraping Software bl L ityunlock Google Image Result for... Bot says... Facebook DuckDuckGo — Privacy,... +

DuckDuckGo

Q

The search engine that doesn't track you. Help Spread DuckDuckGo.
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lﬂ:: [E| E? & facebook.com | (o][da](2)

Seraping Software Scalable Web Scraping Software &... www.securityuniocked.comwp-con. . Google Image Result for hitps:/fww... OutWit technologies - Outwit Hub.., Sign Up for Facebook | Facebook +

Email or Phone Password

I .

Forgot account?

facebook

Create a New Account

It’s free and always will be.

O Dee Teach

denise@dsgphotoworks.com

denise@dsgphotoworks.com

Birthday

Sep & 12 § 1993 ¢

Why do | need to provide
my birthday?

O Female CMale
By clicking Sign Up, you a t Terms, Data Policy

and Cookies Policy. You i SMS Notifications
from us and can opt out any time.

il you need is an e-mai

English (US) Espafiol Frangais (France) H23Z7(fi{%) %! Portuguds (Brasil) ltaliano #=0{ Deutsch &= B#&iE
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® Facilitatin

® Facilitating qny%'é: ~or crime (cuts bot . make it easier but provides

new evidential trail)
@
(C) AUSPICIUM 2018 9/17/18




[ uspicium

w B x

( (C) AUSPICIUM 2018 9/17/18



[ uspicium

° Informd on he

( (C) AUSPICIUM 2018 9/17/18



[ uspicium

( (C) AUSPICIUM 2018 9/17/18



[ uspicium

- T|me Zone e
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https://web.archive.org/web/20170101000000*/http:/thenaca.org

[ uspicium

° Before you 'search mc t notity vou of searches made

( (C) AUSPICIUM 2018 9/17/18




[ uspicium

. People hqve

® |t is one of the fastest word of mou’rh communlcq’rlons available.
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® Social media by app
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® Firefox File Edit View History Bookmarks Tools Window Help B o = @ . = o)) 94% (%) SunSep16 5:49PM DCICCHELLA Q @

[ ] Q X n PECRCTE Pl CL Ask.com > 2 jll How to Harves X £ (7) Facebor o & Ask.com 4 ! T X W Howdolfind o X -+

&« ¢ G & https://www.facebook.com/dee.teach.3939/about?Ist=1286821963%3A1 v  123% <= @ v7| @ Search LN D H&

n Dee Teach Q § /% Denise Home

+ Friends ~ 22 Suggest Friends

Dee Teach

Timeline About Photos More ~

About

® Chat (5)

I Overview

Sentember 12. 1993
@ I Inspector £ console © Debugger {} style Editor @ Performance £k Memory = Network =] Storage Q E| LLEI 4

W 7 Filter output [ Persist Logs

perf_trace {"name": "e2e", “parent”: "PageEvents.AJAXPIPE_ONLOAD"} KfBgXGxoy_qg.js:5:3340
t_hooks www. facebook.com:3:1225
t_layout www. facebook.com:3:1225
t_onload www. facebook.com:3:1225
t_layout www. facebook.com:3:1225
perf_trace {"name": "e2e", "parent": "PageEvents.BIGPIPE_ONLOAD"} dgbdeauk@l2. js:122:2793
t_paint www. facebook.com:3:1225

This site appears to use a scroll-linked positioning effect. This may not work well with asynchronous panning; see https://developer.mozilla.org/docs/Mozilla/Performance/ScrollLinkedEffects for www.facebook.com
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® Stories

®* Groups
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You are in their he [ 2ven me yet.

“l had a really good time. I'm surprised =
= I'm not usually into head-games.™

Use this info as an icebreaker and a relaxer.
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® Gain informationlll
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https://www.fb.com/search/people?q=emailadress
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http://www.facebook.com/search/str/littlegyrn/stories-keyword

3] (@)

/ _ Denise Cicchella

@) s News Feed
a9 Messenger

'm| Marketplace

** ) Trivia Crack
Photo Genius 20+
New YAHTZEE With...
Rummikub
31;1 Family Guy Freakin ...
@ Brainster Quiz
(| Daily Sudoku

(C) AUSPICIUM 2018

'i Posts about "Little Gyrn"

Scraping Software Scalable Web Scraping Software &... ‘www.securityuniocked.comjwp-con.., Google Image Result for hitps:/fww... Favorites (7) Posts about "Little Gyrn" - Faceb...

Q ) : i Denise Home 67

Denise Cicchella is % feeling grateful.
: September 9 at 9:33AM-Q v

Special thanks to Sarah Foulkes and Dad for rehanging the Little Gyrn sign!
Perfect!

o Jo Hopkinson

%A\ Ashleigh Money Saver

& Scotember 26, 2016 at 9:15 AM - @

A personalised Christmas book is sure to get your little
one in the spirit of things - §J &
https://ashleighmoneysaver.co.uk/r/GYrN

OO 11 9 Comments 5 Shares
® Chat(1) (7] s

9/17/18
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° Es’rdl 1 time

® “silent omnipresent witness”
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Who Knows Me best? | bet NOBODY can answer all these questions...
Full Name:

Age: Birthday: Eyecolor: Nickname:
Favorite color: Favorite Drink: My best friend:

Post this to your wall and see who all comments... and who knows you
best!

9 Comments

(C) AUSPICIUM 2018 9/17/18
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A THURGOOD N CHERRY

BERRL  OPIXY
G SPLIFFY P HOOTS
D JOLLY Q SMIZZTOKE
E TOASTY R SPLEEF
F SPARKY 8 ZIPS
G SCOOBIE T CRISPY
H PERKY U TWISTY
@) | HAPPY V PUFFY
J DANKY W GINGER
K NUGGLES X BUBBA Q
L SMOKEY Y FROSTY
2 ) BIRTHDAY MONTH: | M BUDDY Z LEAFY )
\ JAM - BONGTOMER MAY - SPARKLEPIPE SEP . JINGLETOKES
FEE - TWINKLENUGS JUHN - COTTONMOUTH OCT - HASHPANTS
MAR - MCJINGLES JUL = EVERGREENS HOV - SUGARKUSH
/} (CrADSRIGREE APR - FLOPPYJOINTS  AUG - CINMABLUNTS  DEC - BOWLPACKER Y 435
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9%2C5 km&src=typd

¢ Search by opic

® Enter name of secret pr0|ec'r or o'rher pqr'rs of allegation
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(9) Denise Cicchella

9] Home I mMoments &Notifications

& Twitter, Inc.

] Messages y

geocode:43.430242 -89.736459, () z

geocode:43.430242,-89.736459,5km

Top Latest People Photos

Search filters - show

Who to follow - reresh - view a
Scalefast @Scalefast
> ~
SCALE | Follow |
N S

Bl Promoted

Central WI Scanner @W1...
|\_- Follow Jl

. Kory Hartman @koryhart...
( Follow )

&2 Find people you know

Trends for you - chanse

#HIAC
240K Tweets

Giants
145K Twesats

Cowboys
84.2K Tweets

Eli Manning
12 8K Tweets

#insecureHBO &
38K Tweets

Videos

o

W
2
7
®
@

News Broadcasts

Emily @emilyks1995 - Sep 13
My enly fear with picking my wedding party is that someone is going to get
butthurt that | didn’t choose them & &

Q 4 g’ v} =

Dave Mowers @cdmmowers - Sep 11 P
@micfrench i know you are currently pre-hurricane (prayers btw) but thought you
must be flagged re my bird find this am

Q 2 g Q 5
Show this thread
Ben Bromley @ben_bromley - 1h

I'm going to pull a Vontae Davis and retire from community theater at
intermission of my next show.

Q1 1 O &

jack rath @jackrathd - 3h
Alexa, play anyone who played me

o Tl 5 ) oar

Lacey Hanger @LaceyHanger - 7h
Whatever a tie is better than a lose

(A 1 (WA

Dunbar @ZachD11 - 7h
Another pass interference

Q1 = Q

Dunbar @ZachD11 - Sep 13
9/17/18

(9) Facebook geocode:43.430242,-89.736459,5km - Twitter Search

Tweet

—
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(9) Denise Cicchella

@ Home 1} Moments ISL’Notiﬁcatians

Little Gyrn

Top Latest People Photos

Search filters - show

Who to follow . reiresh - view ail

ITSPmagazine @/TSPma...

ITSP ey

'\‘ Follow J

Promoted

Adobe @ @Adobe

™y
'( Follow ) /l

Adobe Creative Cloud @ ...

™y
'( Follow ) /l

&2 Find people you know

Trends for you . change

#HIAC
240K Tweets

Giants
145K Tweets

Cowboys
84.2K Tweets

Eli Manning
12 8K Tweets

#InsecureHBO &
38K Tweets

& Twitter, Inc.

(9) Facebook

[ Messages L Little Gyrn

News Broadcasts

Phillip Lioyd @Pwllloyd - Mar 11 w
Mynydd ¥ Bryn (known locally as Little America) with its Big Brother The Gyrn
Moelfre in the... instagram.com/p/BaMwFQPgxyX/

© u Q B

Oswestry Olympians @00lympians - 25 Jul 2015 [
Gyrn Gallop sets off in about 4 hours from Llansilin. Great little fell race, entry on
the line.

© u Q B

House Ebooks @HouseEbooks - 26 Jun 2014
Little, scrawny, sickly Darlene that was always last picked in gyrn class and
couldn t run a block to save her life.

© u Q B

Dave Brown @daveapposing - 21 Apr 2014
Awesome little beach today at Gyrn Goch! Reminded me of The Goonies!
instagram.com/p/nEIRdJOhty/

(O3 T Q B

Ann Lewis @annlprintmaker - 3 Aug 2013 v
#DrawingAugust Day 3 fibre tip - Gyrn 542m, a funny little hill with a shattered
rock top (wash added after)

Little Gyrn - Twitter Search

o @

9/17/18
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* Inside photos

® Is your vendor fictitious, check them out on Google Maps
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® 7oomearth.com S ——
(C) AUSPICIUM 2018 9/17/18



[ uspicium

v .q' isition cture, igh crime area)

® Social Media would have helped
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' Camer picture location

® Only credl’r card
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. Run An’rl- oftwa

® Think before you C|ICk or download
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| as a publisher.

an

® May be |I|egql in some ci mf nq’rlng a police officer or

government official, cnd ’ro ob’rqln fmomcml mformq’rlon)
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https://youtu.be/4rDTnRGmVBs
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“you, or your

® Never access i uter either.

® Know your IT PO"C)’ B
O
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w pipl.com

m Denise Cicchella (1) dsg photoworks - Facebook Search Denise Cicchella - Pip! - People Search
@
plp Denise Cicchella Location (optional) “ # LOGIN

Search By Results for Denise Cicchella

First Denise . i¥e Mba Denise Gardner Cicchella Cia Cfe Cca FImi

The United States
Last Cicchella . Co-Owner at DSG Photoworks
Specialization: DSLR Photography, Photography, A from Michigan State University

+MORE OPTIONS

Feedback

Denise Cicchella

instagram.com/cicchella_d/

Al Locati {® Photo Sharing Profile - Instagram.com
ocations

United States
Denise Cicchella
New Jersey Fair Lawn & New Providence, New Jersey
. Also known as Denise Gardner
New Providence
Fair Lawn
i Denise Cicchella
Waretown
v Assaociated with Jeff Gutenberg

Radburn

New Hampshire
Denise M Cicchella

New Providence, New Jersey

Kingston

Maryland

o
8]
o
0
m}
o
o
o
@)
o

Baltimore
Denise Cicchella, View Denise Gardner's professional profile on ...

linkedin.com/in/denisegardner
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o machine readable

data.

® Reluctance was due to the fact that he billed over 24 hours a day!
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THE INTERNET

Proverbial Needle in a
haystack............
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® Insite:www.thenaca.org “Larry Baker”
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® ZIP: (compresse

® 77: (compressed) -
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https://www.google.com/advanced_search

D) (@9 & sodmcon

How to Search on Google: 31 Google Advanced Search Tips Regular Expression Library ity ed.com/wp- Google Advanced Search

Google

Advanced Search

Find pages with...

all these words:

this exact word or phrase:
any of these words:

none of these words:

numbers ranging from:

Then narrow your
results by...

language: any language
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® Search W|’rh|n a

® Site:somesite.com site:www.thenaca.org “Larry Baker”
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can b u:

® News for a speC|f|c Iocq’rlon NACA conference California
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® sunrise Lake

® Sports New York Glcnfs PR —
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® Check out: fo’roforensms O T ——
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N | :
| | D | (1) Denise Cicchella , BB sk com 3 51021 3 € ? | online metadata and exif viewer X

# metapicz.com/#exif-box - @ 1r | Q search

home

metapicz

[ VIEW YOUR METADATA ]

Something to prove on the go? Try Securo Mobile for iPhone and Android

O sasytimestamping.com protects your intellectual property Integrate metapicz in your blog with our wordpress extension.

Camera  Copyright Location EXIF XMP Maker Notes  ICC

Camera Author and Copyright Location

N f , i f .
Camera info not found GCopyrightNotice  Property of DSG GPS coordinates not found

Photoworks

EXIF XMP

EXIF data not found. XMP data not found.

(C) AUSPICIUM 2018 9/17/18 73




icz.com

(3) Denise Cicchella (3)dsg nho‘iowodcs - Facehook Search | online metadata and exif viewer

or enter the picture URL

Insert picture URL

Camera Copyright Location EXIF XMP Maker Notes ICC

Camera Author and Copyright Location

Canon Copyright Property of DSG GPS coordinates not found.

Photoworks
Canon EOS 70D
Property of DSG
1/400 Photoworks
5.6 Property of DSG
Photoworks
100

Off, Did not fire

XMP

XMPToolkit Adobe XMP Core 5.6-c128 79.159124,

(C) AUSPICIUM 2018 9/17/18
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anl= (@9 gongiecom 3 (e](&) ()

[3) Denize Clochella (3] degg phatowsrks - Facebook Search Google Search

Go gle ﬂmﬁ 7551.jpg sacred lotus B Q :

All Images Maps Shopping More Settings Tools

About 2 results (C

econds)

Image size:

5472 x 3648
No other sizes of this image found. Sacred
Lotus
Best guess for this image: sacred lotus Flants

Sacred Lotus | Chinese Medicine, Acupuncture, Herbs, and Formulas Nelumbo nucifera, al
lotus, sacred lotus, b

hﬂpSff.-'WWW..SaCreC.ﬂGlLIS.C%).ITﬂ v . . Egyptian bean or si
Comprehensive guide to Chinese herbs, formulas, and acupuncture points. Study yin and yang, tongue two extant species o
diagnosis, patterns & syndromes, and TCM diagnosis . family Nelumbonace

Nelumbo nucifera - Wikipedia Nutrition Facts
hitps://en.wikipedia.org/wikiNelumbo_nucifera ~ Lotus root, cooked

Nelumbo nucifera, also known as Indian lotus, sacred lotus, bean of India, Egyptian bean or simply Amount Per 10 slicd
lotus, is one of two extant species of aquatic plant in the ...

Calories 58
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